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ABSTRACT

Currently, the Internet of Things (IoT) is in the center of attention
as an emerging technology among researchers and stakeholders. It
is assumed that it is a key enabler for other technologies such as
smart cities, smart health, smart grids, and smart transportation.
Although the concept of the IoT is generally understood among
researchers, there is no standard model representing this technol-
ogy, particularly with respect to network architecture, which will
be necessary to apply existing and emerging resilience and sur-
vivability techniques. Additionally, security and privacy have not
yet received the needed attention. In this paper we propose a new
multilevel IoT network-centric model, and discuss its applicability
to the application of resilience and survivability.
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1 INTRODUCTION

The basis for the Internet of Things (IoT) goes back many years
when the Auto-ID Center at MIT introduced low cost radio fre-
quency identification (RFID) to store serial numbers on a microchip
embedded in merchandise tags. The idea was to decrease the price
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by using simple microchips at high frequencies instead of using
complex chips with memory. This concept was developed to con-
nect objects to the Internet through the tags with their information
kept in databases [20]. Since then this idea has been enhanced with
various terms applied, including the Internet of Things or Internet of
Everything. Although this has become a hot area of research, to the
best of our knowledge there is still no standard universally-accepted
model for the IoT. For example, Cisco describes the IoT as a point in
time when the number of connected devices to the Internet exceed
the population of the earth [3]. Despite a number of proposed mod-
els for the IoT, they are generally conceptual with a high-level of
architectural abstraction. IEEE describes the IoT as a network of el-
ements embedded with sensors connecting to the Internet [21]. The
International Telecommunication Union (ITU) defines the IoT as a
global infrastructure that enables advanced services by intercon-
necting things with current communication technologies [12]. ITU
has also updated the definition of the telecommunication system
for the IoT by adding “anything” to it. Anything in this definition
means any type of communication among humans, computers, and
“things” (smart devices). The Internet Engineering Task Force (IETF)
focuses on potential factors for enabling the IoT communication by
considering RFID tags, sensors, and mobile phones as enablers of
this technology. The National Institute of Standards and Technology
(NIST) defines the IoT as a cyber-physical systems (CPS) technology
to connect smart devices in various sectors such as transportation,
health care, and energy [5]. Finally, Cisco in the commercial sector
defines the IoT under the umbrella of “Internet of Everything” as a
technology to connect people, processes, data, and things to change
the information to valuable experiences, capabilities, and economic
opportunity [13].

As is obvious from all of the above definitions, the current fo-
cus is enabling the IoT and explaining its capabilities and features,
while other critical factors such as security, survivability, resilience,
and privacy are yet to receive the attention they deserve. Recent
events such as the cracking of the Nest thermostats [7] and auto-
mobiles [28], as well as the exposure of Samsung vulnerabilities [4],
and the prospect of cracking! of interdependent infrastructures [19]
highlight the importance of addressing these issues. In this paper,
we propose a multilevel model [25] prepared to apply resilience
and survivability concepts in the face of large-scale disasters or
attacks. The rest of the paper is organised as follows: Section 2
presents some of the significant IoT models and summarises the

'We use the term “cracking” for unethical hacking.
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ResiliNets resilience strategy and principles as background and
related work. In Section 3, we introduce our model of the IoT in the
context of smart cities. Section 4 describes how we apply our Resi-
liNets resilience methodology to our multilevel IoT network model.
In Section 5, we present our preliminary experimental evaluation.
Finally, we conclude our paper in section 6.

2 BACKGROUND AND RELATED WORK

This section provides a brief summary of current IoT models, and to
the ResiliNets architecture as the basis for resilience, survivability,
and dependability.

2.1 Current IoT Models

One of the simplest models for the IoT has been introduced by
IEEE P2413 [10]. It is a three-tiered model including sensing objects,
the communication network, and application layers. In this model,
sensing objects (“things”) are in the first level of the model. The
entire communication network is located as the middle level of
this model while applications are the top level. While this model
explains the major parts of the IoT, it does not provide any detail for
each level, needed for resilience analysis. IEEE P2413 is currently
an active group that works standardising the IoT framework.

The ITU Y.2060 model illustrated in Figure 1 [11] focuses on
integrating things to the communication networks, divided into
two groups: objects in the physical world (physical things), and
objects in the information world (virtual things) [12]. A device is
the entity that maps every physical object into the information
world, and must have communication capability. Devices can com-
municate with each other directly or through a gateway based on
their communication capabilities and supported protocols. Other
capabilities such as processing, sensing, or actuation are optional
for such devices [11]. Although this model identifies a clear distinc-
tion between physical and logical worlds, it also does not provide
any details about the communication network structure.
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Figure 1: ITU overview of the IoT [11]

Cisco has introduced a seven-level IoT reference model, illus-
trated in Figure 2, considering physical devices, edge computing,
people, and business processes [1]. In this model all physical end-
devices including sensors and edge nodes are placed in the lowest
edge level. Network devices and communication systems are de-
fined in the second connectivity level. The third edge computing
level is responsible for local packet-based processing [2] on behalf
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of simple devices with less processing power, data filtering, and
transformation capabilities. The results may be stored for a short
period of time in the fog, and are passed to the fourth data accumu-
lation level for longer storage. After performing data integration
and aggregation in the fifth data abstraction level, business analysis
and reporting are conducted in the sixth application level. The top
seventh collaboration & processes level is the place to impose poli-
cies to the whole system. While this is an interesting abstraction
of the functional relationships of the IoT processing, it does not
correspond to the physical and logical network layers needed for
resilience, described in our model in Section 3.

Data Policy & control
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(People & Business Processes)
6 Application Query Non-real
(Reporting, Analytic, Control) Based Time IT
5 Data Abstraction
(Aggregation & Access)
4 Data Accumulation
(Storage) Event Real 0
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Figure 2: Cisco IoT reference model [1]

2.2 Resilience and Survivability Principles

We now briefly review our ResiliNets strategy and principles [24]
that we have previously used to analyse a number of Internet and
domain-specific networks (such as MANETSs — mobile ad hoc net-
works). We define resilience as the ability of the system to provide
and maintain an acceptable level of service in the face of various
faults and challenges to normal operation [23, 26]. We also define
survivability as the ability of the system to tolerate correlated failures
resulting from large-scale disaster and attacks [23, 26]. Survivability
is a required attribute for network resilience.

Diagnose

Figure 3: ResiliNets strategy
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The ResiliNets strategy D?R? + DR is shown in Figure 3, and
consists of two control loops: An inner loop to defend against chal-
lenges (consisting of structural defences in the middle, and active
defences as part of the control loop), detection of challenges (includ-
ing attacks and large-scale disasters) that penetrate the defences,
remediation to provide the best possible service during and imme-
diately after a challenge, and recovery to normal operations. The
outer diagnosis of faults and vulnerabilities and refinement of future
design and operation are beyond the scope of this paper.
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Figure 4: ResiliNets principles

In order to design resilient networks, ResiliNets has defined a set
of principles; the ones most relevant to this paper are redundancy for
fault-tolerance, heterogeneity and diversity for survivability, and self-
organising and adaptable to remediate challenges. The application
of this strategy and principles will be described in Section 3.

3 MULTILEVEL IOT MODEL

In this section, we introduce our multilevel model in Figure 5. As
explained in the previous section, current IoT models provide levels
of abstraction that are not aligned with the physical and logical
network structure [25], nor do they capture the necessary details
of diverse network architectures and protocols in use. For example,
clouds, edge clouds (or fog), and things all have physical layer
connectivity that must be represented at the lowest layer, as well
as a higher logical (IP) network overlay level that can adapt to the
changing lower level connectivity.

In our model, devices and physical links (wired and wireless)
are at the lowest level. This includes backbone and access fibre to
and in ISP networks, intra-cloud data centre and edge cloud links,
layer-2 switches, as well as the interconnection to and among IoT
devices and supporting physical network infrastructure such as
Bluetooth masters, sensor network sinks, 802.11 base stations, and
cellular access points.

Thus, this lowest layer consists of the physical topologies of a
number of heterogeneous network technologies gatewayed to one-
another directly, or to the Internet directly or through edge clouds.
The edge clouds provide low-latency access to shared processing
and storage for inexpensive low-capability things, and are thus
located physically near IoT devices.

Above the physical infrastructure level is the logical network
path and routing level. The basic idea of the IoT is connecting ev-
erything to one another, either directly via a base station within
a PAN or LAN, or through the Global Internet with current and
emerging networks technologies and protocols. Since the dominant

CFI’17, June 14-16, 2017, Fukuoka, Japan

networking protocol stack is TCP/UDP/IP with the Internet hour-
glass waist of IP, ideally all IoT devices in the edge networks should
support IP. On the other hand, IPv4 can not easily scale to this
massive increase in addressing, with IPv6 more capable; therefore,
migration from IPv4 to IPv6 has been proposed to enable the IoT.

Furthermore, extremely inexpensive, simple, battery-powered
devices including some sensors may have difficulty supporting
the full TCP/UDP/IP protocol suite, and may be gatewayed to the
Internet. These devices will require low power drain with limited
transmission range, and have limited processing capability.

Emerging demand in the IoT market is encouraging sensor manu-
facturers to provide devices with standard communication protocols
and supporting IPv6 to connect them directly to the Internet. These
devices will be a mix of mains (wired into building power) and
battery powered, and will be a mix of wired and wireless communi-
cation link technologies. In the case of battery-powered wireless
things, low-energy technologies are important, including 802.15.4
sensors [9] with 6LowPAN [8, 17, 22] as an adaptation layer to
carry IPv6, Bluetooth low energy (BLE) [6], LoORaWAN [14, 15], and
Sigfox [16] devices.

Additionally, 802.11 and LTE-A 4G/5G will be important tech-
nologies in the IoT in smart cities context. While some sensors
will be deployed as standalone things, the decreasing price of the
sensors makes them more attractive as addons to more powerful
devices such as mobile phones and smart watches. In this case, the
problem of connectivity to the Internet is eased using the process-
ing and communication power of the master device. For example,
many mobile phones and tablets already support 802.11, Bluetooth,
LTE, and near field communication (NFC).

Finally, above the network layer (not shown in the figure) are
the end-to-end flows that things, users, and applications use to
communicate on the paths created by the network layer below.

4 IOT RESILIENCE AND SURVIVABILITY

In this section, we discuss the application of our multilevel IoT
network model to resilience analysis, with emphasis on a smart
city scenario that is subject to attacks and large scale disasters, and
with respect to interdependent critical infrastructures including the
power grid and transportation.

An important property of the IoT is its high degree of hetero-
geneity. While this complicates system design, it is a property that
can be exploited for resilience and survivability, particularly when
some devices have multiple physical interfaces (e.g. LTE/LTE-A/5G,
802.11, Bluetooth, and NFC on mobile phones).

A key aspect of defence in the D?R? + DR strategy is the di-
versity principle, manifest in communication medium and paths
between communicating devices [25]. Multiple geodiverse paths
defend against the area-correlated failures from a disaster, and
multiple link technologies defend against attacks such as jamming
and fibre cuts with an alternative available. The provision of ge-
ographically distributed edge clouds [27] with essential Internet
services such as DNS and PKI ensures that parts of the network that
are partitioned in islands of resilience can continue to operate as
much as possible in normal operations meeting user and application
service specifications. This assumes that power is available; thus
the topologies and isolatability of interdependent infrastructures
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Figure 5: Multilevel IoT model

such as the power grid and attached microgrids match, so that the
network can use the grid for power and the smart grid can use the
network for SCADA (supervisory control and data acquisition).

The detection aspect of the D?R? + DR strategy is enhanced
beyond normal network monitoring procedures given the additional
information and situational awareness capabilities of IoT sensors.
For example, these sensors can help with disaster assessment by
not only reporting connectivity, but with building, vehicle, and city
sensors able to report on the type of disaster or attack (e.g. fire,
earthquake, flood, storm, or biochemical) as well as determine the
extent by using edge detection algorithms.

The remediation aspect of the DR? + DR consists of using self-
organisation and autonomic behavior to adapt to the attack or dis-
aster. In this case, heterogeneity is exploited to use communication
media not affected: wired, fixed terrestrial wireless, mobile wire-
less through vehicles, airborne through drones, and satellites. The
increasing ubiquity of mobile things such as smart cars and drones
greatly enhances the ability to rapidly deploy temporary network
infrastructure for remediation.

5 EXPERIMENTAL EVALUATION

As illustrated in Figure 5, an IoT network is complex due to the
involvement of various standards and protocols. In order to eval-
uate our model, we create a topology for preliminary evaluation.
Figure 6 shows this topology implemented in ns-3 [18], in which
we use 802.15.4 in the left side of the network to generate low bit-
rate traffic. These nodes use 6LoWPAN as their network layer to
provide IP connectivity. The nodes are connected to a LAN through
a coordinator. The right side of the LAN is connected the other
nodes with point-to-point links. We place two wireless networks,
namely WS1 and WS2 in Figure 6, simulating gateways for high
bit-rate traffic. In order to simulate the cloud, we connect a server
to the network by two paths: one with high-bandwidth and low-
delay, and the other with relatively low-bandwidth and high-delay
link to represent distance of the cloud from the edge networks. We

generate three on-off source-traffic TCP flows from various parts
of the network. The network WS1 generates Flow 1. Flow 2 starts
from WS2, and finally an 802.15.4 gateway generates Flow 3. The
dynamic routing mechanism in ns-3 simply chooses the shortest
path to the destination without considering any delay or bandwidth
metrics. Therefore, Flows 1 and 3 take the 2.5 Mb/s link, and Flow
2 takes the 10 Mb/s link illustrated in Figure 6.
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Figure 6: Simulation topology

The 802.15.4 network generates low bit-rate traffic representing
the result of reading from sensors with small payload. We study
the effect of various conditions on this flow. We conduct three
scenarios: lossless without any error in the network, lossy with 1%
BER (bit error rate) on the high-speed 10 Mb/s link, and intermittent
with a 2 s disconnection every 20 s (but zero BER in the channel).
For each scenario, two cases are run: 1.8 Mb/s load on the low-
speed (2.5 Mb/s) link, and 2.0 Mb/s load on the low-speed link for
Flow 1 experimentally chosen to just saturate. Table 1 shows the
simulation parameters for each scenario.
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Parameters Value
duration 75 sec
packet size — Flow 1,2 300 Bytes
packet size — Flow 3 50 Bytes
data rate — Flow 1 1.8 and 2.0 Mb/s
data rate — Flow 2 2.0 Mb/s
data rate — Flow 3 150 kb/s
BER 1% on high speed link
link disconnection 2 sec for each 20 sec
traffic-source on-off TCP

Table 1: Simulation Parameters

Figure 7a illustrates PDR (packet delivery ratio) for each flow
in the lossless scenario with 1.8 Mb/s load for Flow 1. Both the
high-speed and low-speed links have enough bandwidth capacity
to carry all traffic. Hence, the packet size, traffic rate, and link
delay are important factors in this scenario. Furthermore, there is
some extra capacity on the high-speed link, therefore, there is no
significant loss in Flow 2. On the other hand, the capacity of the
low-speed link can barely carry both Flow 1 and 3. Hence, the PDR
for both flows is lower than Flow 2. Since we use TCP traffic, we
can expect fair sharing of the bandwidth usage and PDR.

Figure 7b shows PDR for lossless scenario when Flow 1 has 2.0
Mb/s load. This change does not affect Flow 2 that uses the high-
speed link, but it causes significant degradation of PDR for both
flows 1 and 3. However, Flow 1 is more impacted due to the higher
bit rate, and consequently more packets are lost.

Figure 8 shows PDR for Flow 2 in both lossless and lossy scenar-
ios. As it is observed, PDR decreases for Flow 2 in the lossy scenario,
but it keeps using the same path throughout the simulation. Hence,
it does not affect the other link even when there are bit errors.

Figure 9 illustrates PDR for the intermittent scenario in which
the high-speed link drops for 2 seconds in each 20 seconds. Figure 9a
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Figure 8: PDR - Lossless vs. lossy for Flow 2

shows the PDR result when Flow 1 has 1.8 Mb/s load while Figure 9b
illustrates the same result with 2.0 Mb/s saturating load for Flow 1.
In both cases, the traffic is rerouted to the low-speed link during
the disconnection, and returns to its original path as soon as the
link is reconnected. However, this event affects the PDR of both
Flow 1 and 3 significantly. Moreover, this event has more impact
on the PDR of Flow 3. On the other hand, in the saturating case
(Figure 9b), we observe the same trend when there are no errors
on links. However, some small fluctuations are observed on Flow 1,
particularly at the time of disconnection.

Figures 10a and 10b illustrate the delay results for the intermit-
tent scenario for both cases 1.8 Mb/s and 2.0 Mb/s loads for Flow 1,
respectively. While packet delivery is affected on both cases of the
this scenario, delay also increases significantly. This is due to the
fact that Flow 1 that has higher bit-rate suffers more packet drops
than Flow 3, causing lower PDR and higher delay in the results. It
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Figure 10: Intermittent scenario delay

is observed that the delay for Flow 3 that carries the low bit-rate
traffic increases less than Flow 1. The lower delay for Flow 3 can be
an advantage for the low-rate small-payload flows in IoT networks
that may report sensor reading when these values are critical.

6 CONCLUSIONS AND FUTURE WORK

In this paper, we review the current IoT models, and propose a
new model representing the multilevel network structure necessary
for the provision and analysis of network resilience. We discuss
how the ResiliNets D2R? defend, detect, remediate, and recover
strategy is applicable. This is work-in progress research, and more
experiments are necessary to confirm the results that can lead us to
design resilient networks for the IoT in which large fat non-critical
flows consume the significant bandwidth. Furthermore, we plan

rigorous challenge and failure analysis, along with insight on how
to increase resilience to attacks and large-scale disasters. We are
particularly interested in applying this to smart city scenarios.
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